2226 - 3135M/3136M ® Diploma Programme
Programme du diplome
' Programa del Diploma

Markscheme

May 2026

Digital society

Higher level

Paper 3

15 pages




-2- 2226 - 3135M/3136M

© International Baccalaureate Organization 2026

All rights reserved. No part of this product may be reproduced in any form or by any
electronic or mechanical means, including information storage and retrieval systems,
without the prior written permission from the IB. Additionally, the license tied with this
product prohibits use of any selected files or extracts from this product. Use by third
parties, including but not limited to publishers, private teachers, tutoring or study services,
preparatory schools, vendors operating curriculum mapping services or teacher resource
digital platforms and app developers, whether fee-covered or not, is prohibited and is a
criminal offense.

More information on how to request written permission in the form of a license can be
obtained from https://ibo.org/become-an-ib-school/ib-publishing/licensing/applying-for-a-
license/.

© Organisation du Baccalauréat International 2026

Tous droits réservés. Aucune partie de ce produit ne peut étre reproduite sous quelque
forme ni par quelque moyen que ce soit, électronique ou mécanique, y compris des
systemes de stockage et de récupération d’informations, sans [l'autorisation écrite
préalable de I'IB. De plus, la licence associée a ce produit interdit toute utilisation de tout
fichier ou extrait sélectionné dans ce produit. L'utilisation par des tiers, y compris, sans
toutefois s’y limiter, des éditeurs, des professeurs particuliers, des services de tutorat ou
d’aide aux études, des établissements de préparation a I'enseignement supérieur, des
fournisseurs de services de planification des programmes d’études, des gestionnaires de
plateformes pédagogiques en ligne, et des développeurs d’applications, moyennant
paiement ou non, est interdite et constitue une infraction pénale.

Pour plus d’informations sur la procédure a suivre pour obtenir une autorisation écrite
sous la forme d’une licence, rendez-vous a I'adresse https://ibo.org/become-an-ib-school/
ib-publishing/licensing/applying-for-a-license/.

© Organizacion del Bachillerato Internacional, 2026

Todos los derechos reservados. No se podra reproducir ninguna parte de este producto
de ninguna forma ni por ningin medio electrénico o mecanico, incluidos los sistemas de
almacenamiento y recuperacion de informacién, sin la previa autorizacion por escrito del
IB. Ademas, la licencia vinculada a este producto prohibe el uso de todo archivo o
fragmento seleccionado de este producto. El uso por parte de terceros —lo que incluye,
a titulo enunciativo, editoriales, profesores particulares, servicios de apoyo académico o
ayuda para el estudio, colegios preparatorios, desarrolladores de aplicaciones y
entidades que presten servicios de planificacion curricular u ofrezcan recursos para
docentes mediante plataformas digitales—, ya sea incluido en tasas o no, esta prohibido
y constituye un delito.

En este enlace encontrara mas informacién sobre cémo solicitar una autorizacién por
escrito en forma de licencia: https://ibo.org/become-an-ib-school/ib-publishing/licensing/
applying-for-a-license/.



(a)

(b)

-3- 2226 —-3135M/3136M

State two ways in which data can be sanitized. [2]

Answers may include:

o (Deliberately) destroying the hard drive, e.g. Shredding.

Data erasure / Wiping data (Using software to overwrite the data with new data).
Encrypting the data (with a strong encryption key)

Restoring to factory settings/System Reset

Strong magnet/degausser for hard disk drives.

o Data masking.

Notes to examiners
As the command term is ‘state’ only simple statements are required. These simple statements
are shown by the bold text.

If the response correctly lists wiping, destroying but incorrectly applies it e.g. destroying
motherboard — BOD.

Do not accept:

Delete data as this is not permanent and can be restored easily
Formatting a SSD or hard disk (as does not permanently remove the data)
Replacing components as the data is still available.

Award [1] for stating each way data may be sanitized up to [2].

Identify two reasons why the data on digital devices must be sanitized before the
devices are reused. [2]

Answers may include:

o Data privacy of the owner - may contain personal/sensitive information.

e The data subjects have not given permission for this data to be used by other
parties.

¢ The data could be copied and sold, or otherwise used for illegal purposes.

e To ensure that viruses & malware or corrupt software are removed before
passing on to next user

e To ensure legal compliance e.g. data protection laws

e To ensure the donating company is not violating software license agreements
(often software is licensed to the company not the hardware)

e To protect corporate intellectual property of the donating company

e To protect the reputation of company should any of the points above happen

Note to examiners:

Do not accept these responses as they are not related to data (more to do with
usability):

Freeing up space so that donated computers have maximum storage capacity
So that the donating computer appears new to the new owner

Award [1] for identifying each reason why data on the digital devices must be
sanitised before they are reused up to [2].
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Explain how Recycling Industry Operating Standard™ (RIOS™) certification
could help Prairie Recycling increase the sustainable use of natural resources. [3]

Answers may include:

RIOS™ certification requires the evaluation of all aspects of recycling for
safety hazards

providing the framework for the recycling of the laptops and the materials so
that they can be reused again reducing the need to use more natural
resources.

leading to the necessary procedural changes to improve the effectiveness of
the recycling of the various parts of the laptops.

RIOS™ certification requires the evaluation of all aspects of recycling for
environmental impacts.

leading to the necessary procedural changes to improve the effectiveness of
the recycling of the various parts of the laptops.

which forces recyclers to optimize their resource recovery rates reducing the
need to use more natural resources/ Some electronic components contain
rare-earth metals that can be extracted rather than discarded.

RIOS™ certification requires the evaluation of all aspects of recycling for
environmental impacts. (this point is only valid if it leads to sustainable ues of
natural resources)

leading to the necessary procedural changes to conserve energy and
materials

resulting in minimising operational waste

Having the RIOS certification will increase reputation of company to be
trustworthy for recycling

leading to more of the community using their services

resulting in more e-waste being disposed of responsibly rather than being
dumped in landfill

Note to examiners:
Developments may include further explanations of the initial reason such as how
it increases the sustainable use of natural resources.

Award [1] for one reason stating how a RIOS Certification for Prairie Recycling
will help them to use natural resources more sustainably and [1] for each
development of that point up to [3].
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Medi-Info ensured that its refurbished laptop computers had been sanitized
before they were donated to an organization that supports local businesses.

Explain one disadvantage for a business of using a refurbished laptop computer
donated by Medi-Info.

Answers may include:

o Older laptop computers may struggle to run some programs, online
applications, or business tools that are needed

e especially those requiring high processing power, like graphic design software
or data analytics

e meaning they will not be able to use the programs, online applications, or
business tools to their full potential for an efficient workforce.

¢ Business applications, like customer relations tools, stock control software or
productivity suites, may not run on outdated operating systems.

o for example: communications software such as Microsoft Teams and
productivity software such Microsoft Office 365

¢ meaning the laptop may not be able to function as the business requires.

¢ Older systems may not support the latest security updates,

¢ leaving the business vulnerable to cyber threats and becoming a target for
cyberattacks

¢ which may have impacts on leaking of personal files of staff, corporate data or
corporate intellectual property, meaning the laptop may not be appropriate for
the business.

¢ Refurbished systems may require frequent repairs or replacements

¢ |eading to higher long-term expenses or disruption to the worker who will need
to go on to a temporary laptop

¢ which means the business may not make savings from the purchase of the
refurbished laptop computers and inefficiency for the worker.

¢ Older laptop computers might have components that could become faulty

¢ this could create health and safety issues to staff such as leaking of
chemicals, acids

e For example — lithium batteries could cause burns, overheating of faulty
components could create toxic gases that staff could consume leading to an
unsafe working environment

¢ Using outdated technology can affect the company’s image

e especially during client presentations or meetings.

e meaning the business may save financially in the short term but lose out in the
long term.

Note for examiners:

For [3] the response needs to refer to how a business may use the laptop in
context, not just a generic response

For generic responses — maximum marks awarded [2]

The question is asking about the disadvantage for the company receiving the
donated laptop not the company donating.

Award [1] for one disadvantage for a business of using a refurbished laptop
computer, and [1] for each development of that point up to [3].

[3]
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Matthieu Abrioux and Camille Bouchard disagree about which end-of-life management
strategy would be most appropriate for the disposal of old digital devices by Medi-Info.

Evaluate these different viewpoints.

Notes to examiners:

Marks should be awarded based on the guidance below alongside the level descriptors
in the markband. The focus of the response needs to be about the different
viewpoints and their appropriateness for the company; otherwise, the response
becomes a repeat of Question 4.

The response should consider the nature of the company/organisation. For
example, Medi-Info are likely to take an environmentally/ethical approach but it can
also be easily argued that recycling would benefit the organizations economically.

Note to examiners: The conclusion to the discussion should be about the
appropriateness of the different strategies for the company. The conclusion should
Justify which strategy would benefit, or be more appropriate for, the company more than
the other; and it could also justify that both be used — but the compromise does not
need to be described in detail, only justified e.g. some of the best cared for machines
can be sent for reuse and the others sent for recycling — this could be based on
recommendations from the reuse and the recycling company. Other conclusions
should be accepted if justified.

A compromise conclusion could be that the finance and resources manager will be
happy with the reuse company if the staff impact and other costs can be shown to be
manageable, e.g. by the staff volunteering to be part of the process in their own time.
The community contact manager could be happy with the recycle company if any
payment for the machines is donated to the social programs of the company.

8]
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1-2 marks Limited - lists, ineffective, unstructured
Lacks understanding of the question, with basic statements about the two viewpoints.
There are no conclusions.

A response that discusses the interventions and not the viewpoints is most likely to fall in this
category as they will often repeat what they wrote for Q4 where they are awarded marks

3-4 marks Partial — descriptive, basic, brief

There is an attempt (directly or structurally) to compare and/or contrast the different
viewpoints. A conclusion may be stated but has little support. There is little or no
context for the comparisons/contrasts.

3 marks - A response that just rephrases the bullet points in source ¢ and d and does not make a
reference to the company in source A
4 marks — in addition some form of conclusion or attempt at comparing.

5-6 marks Adequate — Analytical, relevant, logical

There are limited comparisons and/or contrasts between the different viewpoints. Any
conclusions go beyond unsubstantiated statements.

Implicit connections are made to the context in which this discussion is taking place
(i.e., understands the nature of the company)

Implicit references are made to the sources and/or independent research.

For this markband, we are looking for relevant & analytical - the response must implicitly be linked to
the company in Source A, there is some explanation of why the viewpoints are different in their
perspectives, acknowledging the role of Matthieu and Camille and how/why they might be different.
This response may also make links to the pros and cons of the interventions as support or links to
Source B.

7-8 marks In depth — evaluative, insightful, coherent

There are direct comparisons and contrasts between the different viewpoints. Any
evaluations/conclusions are substantiated.

Explicit connections are made to the context in which this discussion is taking place
(i.e., understands the nature of the company)

Explicit references are made to the sources and independent research.

Answers may include:

For this mark band, we are looking for insightful, evaluative & coherent: the quality of the
conclusion comparing the usefulness and relevance of the different viewpoints for the company, and
arguments being made and there may be more explicit linking to the sources and nature of the
company. There may be some insights about the relevance of the viewpoints by the staff in Source C
& Source D.
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Differences:
Matthieu’s viewpoint

Takes a more pragmatic / narrow / transactional approach.

The bottom line is more important than the ethics.

Concerned about the time spent on this task by the IT department.
To some extent, the updating process is a hecessary evil.

There is an opportunity to save money.

Is only focused on the impacts to his company.

Camille’s viewpoint

Sees the process as part of a bigger picture.

The ethical end of life disposal is more than just the financial cost.

Wants to build relationships between the company and the community it serves.
Wants to position the company at the forefront of the environmental and ethical
disposal/reuse of digital devices.

Based on sustainable practices (triple bottom line — for people, profits and planet).

Similarities — concerns and wants that may be common

Want to do the right thing by not dumping their old digital devices in landfill, which
would lead to pollution of the environment.

Have concerns about the recycling company disposing of the laptops without
recycling all the components.

Have concerns about the distance travelled by the laptops to complete the process.
Want to ensure the process aligns with the green credentials of the company.

Want more information about what the reuse company will do with the SSDD/hard
drives on the laptops (disposal or wipe).

Want guarantees about the data sanitization process.

Require certification to ensure that the laptops are suitable for reuse (if this is the
chosen option).

Want to consider the implications of this process for the ethical and corporate social
responsibility credentials of the company.

Conclusion points:

The reuse of the devices still ultimately leads to the need for recycling

The corporate social responsibility benefit of recycling is largely equivalent to that
obtained by reuse

The different viewpoints are competing with different priorities, and the company will
need to decide which to prioritise



Cs Guide, pre- Suggestions of what we are looking for in the response
release or
keywords
Context Environment The extent to which e-waste can be minimised
Content Reuse The technology that underpins recycling and reuse
Recycling includes:
Data SSDD/Hard drives, computer hardware,
sanitization
Policies:
Green computing, planned obsolescence, approaches to
sustainability, corporate social responsibility, extension
strategies, product life cycle
Triple bottom line, circular economy
Concepts | change, Change: new approaches to end-of-life management for
spaces, laptops
systems,

values, ethics

Spaces: what is the size of the ‘space’ in which these
processes occur, how far to components travel in each
process?

Systems: digital devices as part of an IT system or as part of

a distributed cloud-based network.

Value and ethics: privacy & security concerns from the
potential access to, use of and sharing of sensitive data,
How can the potential for data leaks be minimised?

2226 - 3135M/3136M

Keywords that may be used — privacy, security, anonymity,
responsibility, accountability, certification, sustainability

Keywords: change, spaces, systems, values, ethics, data, privacy, security, anonymity,
responsibility, accountability, certification, sustainability, corporate social responsibility.

Please use the markbands on page 10.
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The following markband should be used with responses to question 3.

HL Paper 3, question 3

Marks Level descriptor
0 The work does not reach a standard described by the descriptors
below.
e The response shows a limited understanding of the demands of the
question.
1-2 e The response is of limited relevance. The response is descriptive

and consists mostly of unsupported generalizations.
o The response has limited organization.

e The response shows some understanding of the demands of the
question.

3-4 e The response is primarily descriptive with some evaluation
demonstrated but this is not sustained or fully supported.

e The response is partially organized.

e The response shows adequate understanding of the demands of
the question.

o The response demonstrates adequate evaluation that is relevant
and supported.

e The response is adequately organized.

o The response is focused and shows an in-depth understanding of
the demands of the question.

7-8 e The response demonstrates sustained evaluation that is relevant
and well-supported throughout.

e The response is well-structured and effectively organized.
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Medi-Info has investigated two interventions for the end-of-life management of its
digital devices:

e Reuse

¢ Recycle

Recommend which of the interventions should be chosen. [12]

The response should make reference to the pre-release, the sources and independent
research (IR) into these two interventions.

Notes to examiners:
The following are indicative of good practice (for the 7-9; 10-12 markband)

o The response should explicitly evaluate the interventions using the
appropriate HL intervention evaluation framework criteria: ethics, feasibility,
cost, innovation, acceptability, equity. The points below have the specific
criteria attached to them. Note — it is not a requirement that all evaluation
criteria are met but candidates should select those that are most relevant.

e The higher-level descriptors need to have an explicit trade-off for the pros
and cons. Lower-level descriptors will present the points but not compare and
contrast them. Also, higher-level descriptors need to have the trade-offs used
to support the recommendations.

e To reach the higher-level descriptors the nature of the company needs to be
considered. The response should be framed within their context.

The following are indicative of poor practice

e Generic or pre-rehearsed responses that are context independent are unlikely
to exceed six marks.

o Unbalanced responses — candidates may select only one intervention to evaluate and only
discuss the positive aspects — this will probably cap the response to 6 marks

e Generic responses that make statements that contradict the sources — do not
award marks for these comments — e.g. costs — a generic response may state
that it is cost effective to donate — yet source B states that they prefer
companies to drop off devices which can be a cost and source C states that IT
need to get devices ready which can be a cost

e Accept a compromise recommendation, e.g. using both methods, but needs
some explanation of how it would work for the higher-level descriptors.

e Independent research, examples e.g. naming brands e.g. Samsung, Apple
with a generic response may be considered implicit IR, details of how they are
used and applied to the argument would make them explicit.

There may be responses that are a combination of pre-rehearsed and generic
comments (which appear plausible and relevant) but bear little resemblance to Medi
Info and/or do not use the evaluation framework. It will be necessary to look for a best
fit between these different requirements when awarding a mark.

Only the positive aspects of each intervention are included in the list below. The
negative aspects are in many cases the opposite and can be inferred.
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Answers may include:

About reuse:
From pre-release and intervention inquiries:

Reuse does not lead to the destruction of the laptop (acceptability, cost).

Is likely to lead to less e-waste (acceptability)

Provides a more ethical / altruistic approach (values, ethics).

May lead to less transporting of the laptops, especially if the laptops are donated to
the local community (feasibility, cost)

May not lead to inadvertent or deliberate dumping of e-waste (values, ethics)

May be more transparent as recycled laptop parts may go to multiple locations
(acceptability).

Computers can be reused by a variety of individuals in different places
(acceptability, feasibility)

May lead to increased awareness of the problems associated with e-waste
(acceptability)

May be part of a triple bottom line (3Ps) strategy — improvements for people, planet
and profit (ethics)

But reuse means that the information on the laptops needs to be permanently
deleted before reuse which may not happen (cost, feasibility, ethics)
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From sources:
Source A:

Aligns with the ethos of the company (values, ethics).
Aligns with the needs of the company (cost, feasibility).

Source B(b):

Aligns with the ethos of the company (values, ethics).

Addresses the digital divide (change, equity, ethics innovation).

Builds community links (equity, acceptability).

But all the old laptops may not be reused and become e-waste (cost, acceptability,
feasibility, ethics).

Source C: basically, against reuse on practical grounds

Satisfies the needs of the company (cost, feasibility).

But will require delivery of the computers to the reuse company (cost, feasibility,
acceptability).

But will require the IT department to be involved with the reuse, taking time (cost,
feasibility, acceptability).

The fact that there is no mention of data sanitization should be a concern for the
finance manager.

Source D: basically, for reuse on values and ethical grounds

The company is seen as socially responsible (acceptability).

Doing the “right thing” is more important than the bottom line / financial costs
(acceptability).

Allows the IT department to be involved with the community through helping and
supporting with the reuse (acceptability, values, ethics).

Is a way of creating a positive relationship with our community. (acceptability,
systems, values, ethics).



-14 - 2226 - 3135M/3136M

About recycling:

Note to examiners: Do not award marks where the candidate states the advantages of
recycling compared to disposing of the laptop in landfill. The question is based on the
advantages of recycling compared to reuse.

From pre-release and intervention inquiries:

o Ensures that there is no chance of customers’ data being shared as SSDD / hard
drive is completely destroyed (systems, ethics).

e Can be more straight forward for the company (feasibility, cost).

e The company may get paid for the old devices as the recycling company will sell the
parts (cost).

From the sources:

Source A:

e Can be more straightforward for the company (feasibility, cost).
¢ Aligns with the needs of the company (cost, feasibility).

Source B(a):

e This company collects the old laptops — no need to drop off (cost feasibility).

¢ Provides certification to prove the destruction of the laptop (acceptability, ethics)

¢ Sensitive data is protected during collection (acceptability ethics).

e Ensures the e-waste is disposed of in an environmentally friendly way

(acceptability).

Allows for the reuse of rare-earth metals, gold, etc (acceptability).

o But there may be parts that cannot be recycled and will become e-waste
(acceptability).

e But the transparency of the process is lacking, so the company does not know what
happens to the computers, even with the certificate of destruction (acceptability,
feasibility, ethics).

Source C: basically, for recycling on practical grounds
e Will be quicker and easier to implement than reuse (feasibility, cost).
¢ Will not involve the IT department as much as reuse (feasibility, cost).
¢ Recycling companies may buy the laptops to recycle them as they make money
from recycling (cost).
¢ Guarantee of effective and efficient recycling (cost, feasibility).

Source D: basically, against recycling on ethical and values grounds

e Can be seen as a way to demonstrate the company’s green credentials
(acceptability, values, ethics).

e But is a form of green-washing and not taking responsibility for the end-of-life
laptops (values, ethics, acceptability).

e But misses out on opportunities to be involved with the community, which could
have other benefits (values, ethics, acceptability).

¢ But putting profit ahead of being a good digital citizen, as the cost to be involved is
not large, considering the other benefits (ethics, values, feasibility, acceptability).

e However, some laptops could be reused and some recycled to get the benefits of
both methods (acceptability, values, feasibility).

Keywords: privacy, anonymity, security, authentication, e-waste, trust, green
computing, digital divide, accountability, change, power, systems, values, ethics,
transparency, equity, cost, feasibility.

Please refer to the markband on page 15.
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The following markband should be used with responses to question 4.

HL Paper 3, question 4

Marks Level descriptor
0 e The work does not reach a standard described by the descriptors below.
1-3 e The response shows a limited understanding of the demands of the
question.

e The response consists mostly of unsupported generalizations with limited
relevant knowledge.

e No recommendations are presented or those that are presented have
only limited support.

e The response has limited organization.

4-6 e The response shows some understanding of the demands of the
question.

o The response demonstrates some knowledge, but this is not always
relevant or accurate and may not be used appropriately or effectively.

¢ Recommendations are presented with some support although this is not
sustained and only partially effective.

e The response is partially organized.

7-9 ¢ The response shows adequate understanding of the demands of the
question.
e The response is adequately supported with relevant and accurate
knowledge.

¢ Recommendations are presented and effectively supported.
e The response is adequately organized.

10-12 e The response is focused and shows an in-depth understanding of the
demands of the question.

e The response is well-supported throughout with relevant and accurate
knowledge.

e Recommendations are presented and well-supported with a clear
consideration of possible trade-offs and implications.

e The response is well-structured and effectively organized.






